NHOOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCA JJIAA PASMEINIEHUA
HA OPNINAJIBHBIX UTHTEPHET-PECYPCAX

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
MKOJbHUKM OJHH K3 CaMbIX AKTHBHBIX MOJIb30BaTENeH PYHeTa. MG}KI[y TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO>KHO0T€I>1, HHTCPHCT HCCCT U HpO6JIeMI>I.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMnbioTepHblii BUPYC - 3TO Pa3HOBUIAHOCTH KOMIBIOTEPHBIX MPOTpamM,
OTIIMYUTEIBHON 0COOEHHOCTBhIO KOTOPOM SIBJISIETCSA CIIOCOOHOCTh K Pa3MHOKEHHMIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WJIM MOJHOCTHIO YHUUYTOKUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3allyllleHa 3apakeHHas MpOorpaMMa, a TAaKKe MOBPEIUTh WIN JaKe YHUUYTOKUTH
OTIEpAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
PacpOCTPaHsAIOTCS BUPYCHI Uepe3 UHTEPHET.

MGTOI[BI 3al0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Mcnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHOo ycTtaHaBnuBail mnauth (UUQPOBBIE 3aIUIaTKH, KOTOpPbBIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C LEJIbIO0 JOPAa0OTKH MpPOTpamMMbl) U JIpyrue
OOHOBJICHUS CBOEW omepanmoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Pabotaii Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. HWcrnonp3yld aHTUBHPYCHBIE IPOTPAMMHBIC TPOJYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JIUIT;

6. Ucnonb3yil BHEUIHUME HOCUTENW WH(POpMALMU, TaKhe Kak (Quielika, JTHUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOUHUKOB;

7. He OTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJIYyYEHHbIE W3 HEHAJEXKHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlydrie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI



Wi-Fi - 3T0 He BHI mepeaadn NaHHBIX, He TEXHOJIOTHS, a BCETO JIUIIh OpeHI,
Mapka. Eme B 1991 roay HuaepiaHjckash KOMITAaHUSI 3aperucTpupoBaja OpeH
"WECA", uto o6o3Hauano cnoBocouetanue "WirelessFidelity", koTopslii
MepeBOIUTCS Kak "0ecrpoBOHAsS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia apyras adbOpeBuaTypa, KOTopas SBJISETCS TaKOu
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO NIaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoW TexHuku Hi-Fi, uro B mnepeBoje
O3HayaeT '"BBICOKAsi TOUHOCTH'.

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M adporopTax SBISCTCS
OTJIMYHOM BO3MOJKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE SKCIIEpPThI CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoBeTblI 10 0€30MaCHOCTH PA0OTHI B O0IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JimuHyr0 HHpOpMaImio yepe3 oomenoctymabie Wi-Fi
cetu. PaboTast B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yil © OOHOBIISI aHTUBUPYCHBIE MpPOrpaMMbl U Opanamayep. Tem
cambIM Thl 00€30MacuIllb ce0sl OT 3aKauKH BUPYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi1 otkimoun Gynkiuto "O0mmii noctyn K (aiinam
u npuHrepam". /lanHas (yHKUMS 3aKpbiTa 10 YMOJYAaHUIO, OJHAKO HEKOTOPbIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHus B paboTe mwin yueoe;

4. He wucnonb3yit nyOnmunbii WI-FI ang mepemaun JMYHBIX JTaHHBIX,
HanpuMmep U1l BBIX0JA B COLIMAJIbHBIE CETU WJIN B JJIEKTPOHHYIO ITOYTY;

5. Wcnonp3yit Toapko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOunbHOM Tenedone orkmoun (yHkiuio "lloakmoueane k Wi-Fi
apTroMarnuecku". He momyckail aBTOMAaTMYE€CKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConmnajbHbIe CeTH

CoumayibHbIE CETH aKTUBHO BXOJIST B HAIIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U
JKUBYT TaM MOCTOsSIHHO, a B Facebook yke 3apeructpupoBaH MuLIAAp] Y€IOBEK,
YTO SIBJIIACTCS OJHOM CeIbMOM BCeX KUTEIEH IIaHeThl. MHOTHE IOJIb30BATECIIM HE
MMOHUMAIOT, YTO WH(OpMamms, pa3MelieHHas UMH B COIMAIIBHBIX CETSX, MOXKET
ObITh HalJieHa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO OE30IMMACHOCTH B COLIMATIBHBIX CETAX:



1. Orpannub cnucok py3eil. Y 1e0s B Jpy3bax HE TOJDKHO OBITh CITy4aiHbBIX
Y HE3HAKOMBIX JIIOJICH;

2. 3amuiai cBO 4acTHYIO *U3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
JaTy TBOETO POXACHUS M APYTYI0 JUYHYIO HHPOpMalKIO. 3JI0YyMBIIUICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTETU
IJIAaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3amuiiail CBOIO permyTaIuio - IepKu €€ B YUCTOTE U 3a/1aBail cebe BOmpoc:
XOTen Obl Thl, YTOOBI ApPyrue MNOJIb30BATENN BHUJEIH, YTO Thl 3arpykKaeuib?
[Togymaii, mpekJie 4eM 4TO-TO ONMyOJUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HAElIb, HE UCIOJIb3YH CBOE
peasbHOE UMS U JPYTYIO JUYHYIO MHQOpPMAIMH: UMS, MECTO KUTEJIbCTBA, MECTO
y4eObl U poYee;

5. N3berait pazmemenust gororpaduii B IHTEpHETE, T/Ie THI U300paKeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B COIMATBLHONH CETU HEOOXOJMMO UCIIOIb30BaTh

CJIIOKHBIC I'IapOJII/I, COCTOAIINUE U3 6y1(B nu HH(i)p U C KOJIMYCCTBOM 3HAKOB HC MCHCC
8;

7. Jng  comumanbHOW Cce€TH, MOYTBl U JIPYTUX CAWTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble naposu. Toraa eciu Te0s B3JIOMAaIOT, TO 3JI0YMBIIIJICHHUKU
NOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YAOOHBIM CHOCOO IUIATEXEH, OTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TU JCHBTH.

QHGKTPOHHI)IG JACHBI'M IIOABHJIMCH COBCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax A0 CHUX IIOP HC MMPOIMCAHO IIPO HUX B 3daKOHAXx.

B Poccun ke oHr QyHKIIMOHUPYIOT M O HUX YKe ITPOTIMCAaHO B 3aKOHE, TIe UX
pa3aeNaioT Ha HECKOIBKO BUIOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B ToM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3periacTcs MPOBOIAUTH OIepanun 0e3
UJACHTU(UKAITIH TTOJIB30BATENS, @ B HCAHOHMMHBIX WICHTU(UKAITUS TTOIH30BaTEIIsA
SIBJISIETCS 0053aTEIHHOMN.

Taxxke crienyer pas3nuyaTh OdJIEKTPOHHBIE (pUATHBIE JE€HbIH  (PaBHbI
rOCyJapCTBEHHBIM BajJlOTaM) M JJIEKTPOHHbIE He(dUaTHbIE IEHBIM (HE pPaBHbI
rOCyAapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHON PabOTe C NEKTPOHHBIMU JIEHbraMU:

1. ITpuBsixku K cyeTy MOOUIIBHBIN TenedoH. ITO caMblil YAOOHBIN U OBICTPbIN



croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBINA TeneoH MOMOXKET, eciu
3a0yJenip CBOM IUIATEXXHBIM MMapoJib WM 3aijielllb Ha CalT C HE3HaKOMOTO
YCTPOMCTBA;

2. Wcnone3y#i omHopazoBbie mapoiu. [locie mepexoma Ha YCUICHHYIO
aBTopu3aluio Tebe yxke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIATEXKHOTO MapOJIs;

3. BeiOepu cnoxsblii maponb. [IpecTtymHukam OymeT He HPOCTO Yrajaathb
CJIOXHBIM naposb. HanexHsle maponu - 3T0 napoiu, KOTOphIE COAECPKAT HE MEHEE
8 3HAaKOB M BKJIIOYAIOT B ce0s CTPOUYHbIE M IPOINUCHBIE OYKBBI, LU(DPB U
HECKOJIBKO CMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, GyHTa, BOCKIMIATENbHbIN 3HaK U
T.11. Harmpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAalTax, KOTOPBIM HE JIOBEPSCIIIb.
JJIEKTPOHHAA M0YTA

DJIEKTPOHHAS TIOYTa - 3TO TEXHOJIOTUSI U MPEAOCTABISEMBIE €0 YCIYTH 1O
MEePEChUIKE U MOJYYCHUIO 3JIEKTPOHHBIX COOOIIEHUI, KOTOPBIE paclpeesioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJISIUT
CJICAYIONIMM 00pa3oM: UMsI_TOJIb30BaTeNsi(@uMs_JTIoMeHa. Takxke KpoMe nepenadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh NIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BwIOpaTh NpaBUJIBHBIM TIOYTOBBIM cepBUC. B uHTEpHETE e€CTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUILIE TI0BEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBINA B PEUTUHTIE;

2. He yka3piBaii B TMYHOU MoYTe JIMYHYIO MH(popmaiuio. Hapumep, mydine
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Hcnonb3yld ABYXATaHYK aBTOPHU3ALMIO0. DTO KOTJAa IMOMHMO MapoJisd
HY>KHO BBOJUTB KOJI, MpUCBUIAEMbIN 110 SMS;

4. BeiOepu ClOXXHBIN Maposib. s KaK10ro Mo4YTOBOTrO SIIIMKA JOJKEH OBbITh
CBOW HAJEXKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJib;

5. Ecimu ectb BO3MOXKHOCTH HAmMCaTh CaMOMYy CBOWM JIMYHBIM BOIIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcnonb3yil HECKOJIBKO TMOYTOBBIX AMMKOB. [lepBwlid [ YacTHOM
MEPENUCKU C aJpecaTamu, KOTOPbIM Thl JOBEpSICIb. ITO SJICKTPOHHBIA aApec HE
HAJI0 UCIOJIH30BaTh MPU PETUCTPALlUU Ha PopyMax U CalTax;

7. He oTkpbiBail Qailnbl U Apyrue BIOXKEHHS B NMUCbMax, JaXe €CIU OHU
NPUIILIA OT TBOUX Apy3el. Jlydille yTouHM y HUX, OTHPABISUIMA JIM OHU TeO€ 3TU



(aitnbr;

8. Ilocme oxoHYaHWs pabOTHI Ha TOYTOBOM CEpPBUCE TMEpel 3aKPBITUEM
BKJIQJIKU C CATOM He 3a0y1b HaXaTh Ha "Beritu".

Kn0epOyajimHr UM BUPTYaJbHOE U3/1€BATEJIHLCTBO

KubepOymmar - npecie0BaHue COOOIIIECHHUSAMU, CoJIep KaIlIUMHU
OCKOpPOJICHMUS, arpeccuio, 3alyrUBaHuUe; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHHKE C MTIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITMHTOM:

1. He Opocaiics B 60ii. JIyumuii crmocod: mOCOBETOBATHCS Kak ceOsl BECTH U,
€ClIi HEeT TOro, K KOMy MOKHO OOpaTHTbCs, TO BHadajle YCIOKOUTbCA. Ecimu Thl
HAYHEIIb OTBEYaThb OCKOPOJEHMSIMHM Ha OCKOPOJIEHUS, TO TOJBKO elle Ooblie
pa30AOKeIIb KOH(IIHKT;

2. Yupapisi cBoel kubeppemyTaiuei;

3. AHOHMMHOCTh B ceTd MHUMAas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIWUTaHCKUWA 00pa3 BHUPTyaJbHOW >XU3HU. HTEpHeT
¢ukcupyeT Bce TBOM JEUCTBUS M COXpaHAET MX. YAAIUTh UX OyJeT KpaiiHe
3aTPYAHHUTEIIBHO;

5. Cobnroail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyiét enauHu4HbIM HeratuB. OIHOPA30BBIE OCKOPOUTEILHBIE
COOOIICHHsT JIy4lle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIECHUH C
OTIPE/ICTICHHBIX aJIPECOB;

8. Ecnu ThI cBuzerens kubepOysuivHra. TBou NeHCTBUS: BBICTYIUTH MPOTHB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJIBIM O ()aKT€ arpeCCUBHOTO MTOBEJECHMS B CETH.

MooOuiabHbId TesedoH

CoBpemeHnHble cMapT(HOHBI U TUIAHIIETHI COJiepKaT B ce0e BIIOJHE B3POCIIbII
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMIibroTepamMu. OHAKO, CPEACTB 3AIUTHI IJIs1 TIOJIOOHBIX YCTPONUCTB TIOKA OYEHB
Maiio. TecTWpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX IIPOMCXOAUT HE TaK



WHTEHCUBHO, Kak 1711 [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TPUITOKCHHM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPAKTHISCKH TOTHAIA HACTOJIBHBIC
aHaJlOTH, OJHAKO pacliMpeHue (QyHKIHOHANIAa BIEYET 3a COo00i OONbIIyIO
CJIO’)KHOCTh U MEHBIIYIO 3aIUIIIECHHOCTb.

Jlaneko He Bce MPOM3BOIUTENM BBIMYCKAOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJI 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudyero He sBnsieTcss mo-HacTosieMy OecruiaTHeIM. Byabs ocTopokeH, Bedb
Korja tebe mpengaraiT OecraaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-
TO IJIATHBIE YCIIYTH;

Hywmaii, npexae yem oTnpaBuTh SMS, ¢poTto uim Buaeo. Thl TOUHO 3HAEIIb,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo6xo1umo 0OHOBISATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TTPOTPAMMBI JIsI MOOUJILHBIX TEIS(HOHOB;

He 3arpyxkaii mpuiaoXeHHs OT HEHW3BECTHOTO HMCTOYHHKA, BEIb OHU MOTYT
COZIePKaTh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;

[Tocne Toro kak Thl BBIAJEHIL C CalTa, TJie BBOAWI JIMUHYIO WH(OPMAIHUIO,
3aiiin B HACTpOIKK Opay3epa u yaaiu cookies;

[Tepynoanyecku nmpoBepsiii, KaKUe IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOWJIBHOTO TeiedoHa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSEIIIb;

Bluetooth momkeH OBITH BBIKIIOUEH, KOrJAa Thl MM HE mMoJb3yemibcs. He
3a0bIBall MHOT 1A TIPOBEPSTH 3TO.

Online urpsbi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPacO4HbIE, 3aXBaThIBAIOIIUE
pa3BiieueHUs, OOBEAUHSIONINE COTHH THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
WCCJIENYIOT JaHHBIH UM MHp, OOIIAOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3a7aHUs,
CpakaloTCsl ¢ MOHCTPAMHM M TOJYYalOT OMNBIT. 33 YAOBOJIbCTBUE OHU ILJIATAT:
MOKYMAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIIHH.

Bce atu cpeacTBa uayT Ha moaaepKaHUE M Pa3BUTHE UTPHI, 4 TAKXKE HA CaMy
0€30MMacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQPOBbIE 3aIIaTKU AJI IPOrPaMM), 3aKPHIBAIOTCS YSA3BUMOCTH CEPBEPOB.



B mogo0HBIX HTpax CTOUT OMacaThCsi HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)Xy TBOETO MapoJisi, HAa KOTOPOM OCHOBAaHA CHCTEMa aBTOpU3AIMU OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciiu npyro#t urpok BemeT ceOs TUI0XO WM CO3AaeT Tebe HENMPHUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxamyicss agMAHUCTPATOPAM UIPHI HA IUIOXOE IOBEACHUE 3TOTO0 UIPOKA,
JKEJAaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii muunyto nHGOpMaIuio B mpodaiine urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBait HeopuIMaibHbIEC TATYH U MOJIBI;

6. crionb3yii CII0’KHBIE U PA3HBIE ITAPOJIH;

7. Jaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOUaTh aHTUBUPYC. [IoKa ThI urpaeuisn,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIIHHT WA Kpaika JINYHBbIX JaHHbIX

OOBIYHOI KpaXkell IeHET U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE yIUBUIIb, HO
C Pa3BUTHEM MHTEPHET-TEXHOJOTUH 3JOYMBIIUIEHHUKH IE€PEMECTUIIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "MIOOUMBIM" JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHWYECTBA WM (DUIITHHT,
rJIaBHas 11€Jb KOTOPOTO COCTOMT B TMOJMYYEHUH KOH(PUACHIIMAIBHBIX JTaHHBIX
MOJIb30BATENICH - JJOTMHOB U maposieil. Ha anrnmiickom si3bike phishing uurtaercs
kak ¢umuHr (0T fishing - peiOHas moBs, password - mapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnegm 3a cBoMM akkayHTOM. EcnM Thl mOJI03peBaciib, YTO TBOSI AHKETA
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JOKHpOBAaTh €€ W COOOIIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnonw3yi Oe3omacHbie BeO-CalThl, B TOM YHUCJIE, HHTEPHET-MarasuHoOB U
TTOMCKOBBIX CHCTEM;

3. Ucnonb3yil cilOXKHBIE W pa3Hble TMapoyid. TakuM o00pa3om, eciau TeoOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu Te0s B3nOMald, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE JI00aBICHBI y T€OS B IPY3bSAX, O TOM, YTO T€OS B3JIOMAIH H,



BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChlIaThCS CIIaM M CChUIKHA Ha (DUIITMHTOBBIE
CaAWTHhI;

5. YcranoBu HaaexHsbli napois (PIN) Ha MoOunsHbIN TenedoH;
6. OTKJII0UYM coOXpaHEeHHe mapos B Opaysepe;

7. He oTkpwiBaii (ailyibl U Jpyrue BIOXKEHUS B MUCbMaxX, JaXKe €CIM OHU
NPUIUIM OT TBOUX Jpy3eu. Jlyulne yToO4HM y HHMX, OTIPABJISUIM JM OHU TeOE ATH
(aitnbl.

Mudposas penyramus

[Mu¢posast penyranus - 3T0 HETaTUBHAs WIM MMO3UTUBHAs HH(POpPMALUs B CETH
o tebe. Kommnpomerupyromas nHpopManus, pasMeIleHHas B UHTEPHETE, MOXKET
Cepbe3HbIM 00pa3oM OTpa3UThcsl Ha TBOe peanpHOM >ku3HU. "Lludposas
penytanus" - 3T0 TBOM UMUK, KOTOPBI (popMupyercs u3 nHpopmanuu o tede B
UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH
XapakTepa M paccKasbl O OJIM3KHUX - BCE 3TO HAKAIUINBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICICHHO OTHOCSTCS K MyOJIMKAalMM JIMYHOM
uH(popmanuu B MHTEpHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TafaThcsi 0 ToM, 4yTo doTorpadus, pa3MeilleHHas 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€0S Ha padoTy.

KommenTapuu, pasmenienue TBoux ¢ororpaduili u apyrue IeHCTBUS MOTYT
HE MCYE3HYTh JaXK€ IIOCJE TOr0, KaK Thl MX YJIalWIIb. [hl HE 3HACHIb, KTO
COXpaHWw1 3Ty WHPOpPMALMIO, Monajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIaCh JIM OHA, a TJAaBHOE: YTO MOAYMAKT O TeOe OKPYXKaIoIIUEe JIOJIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MH(OpMaALMIO MHOTO JIET CITYCTS CMOYKET
100011 - KaKk U3 H0OphIX MOOYKIECHUI, TaK U C HAMEPEHUEM MPUYUHUTD Bpel. ITO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM permyTallUu:

1. [Togymaii, mpexkae yeM 4To-To MyOJMKOBATh U MepeiaBath y ce0s B OJore
WA B COLMAJILHOM CETH;

2. B Hactpoiikax mipoduiis YCTaHOBH OrpaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COAECPAKUMOTro, cliesiail ero TOJabKO "1 Apy3eit”;

3. He pa3memniail u He ykasblBail HH(QOpMAIMIO, KOTOPAsI MOXKET KOTO-TM00
OCKOPOJISTH WJIH OOMXKATh.

ABTOpPCKOE IPaBo



CoBpeMeHHbIE TIKOJbHUKH - AaKTUBHBIE TIOJIb30BaTeNd  IU(PPOBOTO
npoctpaHcTBa. OgHAKO JajdeKko HE BCE 3HAIOT, YTO IMOJb30BAHWE MHOTHUMU
BO3MOXHOCTSIMU  LM(ppoBOro  Mupa TpeOyeT  coONoIeHHs TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTEIUIEKTyallbHasi COOCTBEHHOCTBH' OTHOCUTCA K pPa3IUYHBIM
TBOPEHUSIM YEJIOBEYECKOIO yYMa, HAuyMHas C HOBBIX HM300pETEHUN U 3HAKOB,
0003HavaloMUX COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKaJIbHBIMU TTPOU3BEIACHUSIMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HMHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKME IIPaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TpyJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh HW3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJHUTH €0  NPOU3BEIICHHUE,
pacnpocTpaHsaTh, NYOJIMYHO JEMOHCTPUPOBATH, MPOJABATH, HMIIOPTHUPOBATH,
IyCKaTh B MPOKAT, IMyOJMYHO HCIHOJIHATH, MMOKA3bIBATH/UCIONHATE B 3QUpe WU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "mupaTrckoro” mporpaMMHOT0 00€CTICUeHHUsT MOXKET MPUBECTH
K MHOTHM pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaMm J0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJIEHA HeEJeralibHas Tmporpamma. He crouTt Takxke
3a0bIBaTh, YTO CYIICCTBYIOT JieTajdbHble W OCCIUIaTHBIC MPOrpaMMBbI, KOTOPHIC
MO>KHO HAaWiTH B CETH.

O noprane

CereBrU4OK.p( - TBOM IJIaBHBII COBETYUK B CETH. 3AE€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & IIPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTUTHCS 3a COBETOM. A TakKe MPUHATH ydyacTHUe B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



